Protect your farm

Practical crime prevention
for rural communities
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About this booklet

Farms are attractive targets for criminals.

They are often in remote locations, house high value assets and
may follow routine operating patterns that offenders exploit.

This guide provides practical measures you can apply to reduce
opportunities for crime, increase the chance of detection, and
protect your property and livelihood.

The five principles of

prevention

Use these to plan and evaluate each measure you adopt:

1.

Increase effort: Make access difficult - use robust gates,
hinges, locks, grilles and ground anchors.

. Increase risk: Raise the chance of an offender being seen or

caught — use lighting, CCTV, alarms and signage.

. Reduce rewards: Make stolen property harder to sell or use -

use forensic marking, registration and immobilisers.

. Limit opportunities for criminals: Avoid things that may tempt

criminals - such as leaving visible keys on show, or vehicles or
fuel insecure.

. Remove excuses: Set clear boundaries and rules that criminals

may use to justify their actions — such as ‘Private Property - No
Access’, ‘No Unauthorised Vehicles’ or ‘All Assets Marked’
signage.

Need help?
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s How to pro

Every farm will be unique and will require differing levels of security.

The following checklist, whilst not exhaustive, offers common areas
for development and implementation that you may want to consider
enhancing the security of your property.

Start with a site assessment

A site assessment will help you identify weak points, prioritise
investment and make improvements.

No one knows your farm better than you. So, working from the
outside boundaries and working inwards, walk through your farm
and conduct a site survey.

e Conduct your assessment from the viewpoint of the criminal —
where would they see weaknesses or vulnerabilities?

Look for any weaknesses in your existing security, including any
vulnerable areas and concealment points

Don’t wait until you have been a victim before doing anything
about the things you identify.

Need help?

A local officer who is trained in crime prevention may be
able to help you with this important step.

Introduce new measures

Site access control:

On a large farm preventing access is not easy, but you can reduce
security risks by restricting the number of access roads onto the
farm.

Where possible try and establish a single gated entrance and exit,
removing all private access points that are no longer being used.

As part of your site assessment, review your current access to
farmyards, buildings and fields, considering:

e |[f gates or entrances are no longer used, then seal them off.
¢ [f access is still needed, restrict access by:

- Installing gates and fixing them to a sturdy metal or concrete
post

- Ensuring gates cannot be lifted off or have their fixing bolts
removed (i.e. invert and cap gate hinges)

- Using strong, high-quality chains and padlocks with covers
- Keep the gates locked when not in use

- Ensuring adjoining fences are substantial (a combination of a
fence, hedge and ditch will achieve access control)

- Using locking posts or temporary obstructions to control
larger openings

- Installing signage (i.e. ‘private property’)

- Installing (where appropriate) an entry control system with
sensor alerts, intercom or a keypad



e |[f access cannot be restricted, consider:

- Whether you can you achieve good natural surveillance from a
farmhouse or area commonly in use.

- Installing smart surveillance systems (see more on smart
surveillance later in this booklet)

Not every access to a farm will come through access roads, and
it is not always possible to prevent all access, but you can make it
more difficult and remove excuses of trespassers.

Bolstering your perimeter with additional fencing, thick and prickly
hedges or ditches will also help to prevent unauthorised access.

Secure your buildings

You would always ensure that overnight, expensive items (such
as vehicles and machinery) are secured out of sight and where
possible, within in a building, compound, or container. It is also
important that buildings themselves secure when not in use,
especially overnight.

Consider installing:

Heavy-duty security locks (look for Secured by Design)

e Commercial security shutters on doors

Security grilles/bars on to easily accessible windows/openings
e Alarms, security lighting and CCTV in vulnerable areas

A secure building will deter most would-be offenders and will delay
the most motivated.

Upgrade lighting

Offenders do not like to be seen. The installation of lights
(especially when installed in support of other layered security
measures) can prevent would be offenders operating in the
shadows and act as a good deterrent.

Where affordable, always consider outside security lights that are
controlled by an automatic time-switches and/or sensor activation
(from heat or movement). Solar powered technology improvements
also offer a cost-effective option.

Lighting should be considered around buildings, compounds and
containers where expensive vehicles/machines are stored.

Add smart surveillance

There are a range of smart surveillance options available,
including:

e |nstallation of CCTV cameras to watch over the most vulnerable
areas of your property

¢ [nstallation of motion, shock or magnetic sensors to detect
suspicious activity and send alerts to your phone

Smart surveillance options give the ability to remotely monitor
outbuildings, gates and machinery. They are no longer reliant upon
either mains power or WiFi. Wireless cameras can be activated by
motion or movement and send real-time alerts from considerable
distances.

Surveillance measures can deter crime and assist evidence
gathering for police investigations.



Secure your vehicles and

machinery

Your vehicles and machinery are crucial to your business operation.
Loss can lead to significant costs, leading to lost revenue.

Consider storage:

¢ Where possible, always store high-value vehicles and machinery
out-of-site within a locked building, compound or container
when not in use

¢ Always remove keys from the ignition, even if only briefly
unattended, and store them securely in a separate hidden
location

e Consider blocking vehicles in with larger less portable vehicles
at night

e Secure the vehicle/machine with robust, high-quality chains,
padlocks, clamps and/or steering locks

e Secure ATVs and quads to a fixed point on the ground (such as a
ground anchor) that is difficult and time-consuming to remove

Think about immobilisation and tracking systems:

e Tracking systems can be hidden in or on your vehicle and give
notification in the event that your vehicle is being interfered with
or moved

¢ Real-time location monitoring will assist in either preventing the
theft or tracking the vehicle/machine to detain offenders and
return the asset to you

¢ Remote immobilisers can be fitted to vehicles/machinery and
enable remote disabling of it improving the chances of recovery

Proprty marking ;

Security marking your tractors, trailers, horseboxes, quads and
ATVs with recognised forensic asset marking and etching systems
is another highly effective method of reducing theft. Signage on
the vehicle or asset, as well as on your land, to instruct that the
technology is in use will also provide a visible deterrent to thieves.

Trying to remove forensic markers is very difficult and in cases
where offenders may try to remove them, we may still be able to
establish ownership, return the asset and to support prosecutions.

There are nationally recognised forensic marking schemes
available with accreditation from the police approved initiative,
Secured by Design. This includes CESAR (Construction Equipment
Security and Registration) which enables forensic marking, tracker
placement and equipment registration on a national database
accessible to the police to assist in the identification of stolen
vehicles and assets.

We also recommend ensuring that all livestock is clearly marked
with visible tags or branding.




golden rules:

e Make it harder for offenders to commit the crime
¢ Increase the risk of them being caught

¢ Reduce their ability to quickly sell items on and increase chance
of recovery

Considering buying a drone?

Drones can be used to enhance surveillance and prevent

crime by enabling aerial monitoring of large areas which may

be hard to monitor from the ground and if equipped with
thermal imaging, they can also provide live time images during
hours of darkness. If deployed correctly, drones can also help
with collecting evidence and provide real time and accurate

* Mark your high value property with an ultraviolet pen information to the police which may assist in the identification of
offenders and/or vehicles.

As well as security marking your vehicles and machinery, keeping

a detailed inventory of all your valuable items is important.
Registering items makes it harder for offenders to sell them through
second-hand markets and assists in the arrest and prosecution of
criminals.

e Keep good records including serial numbers and photographs

and store digital copies off-site (i.e. on a separate hard drive or in Drone use is subject of strict laws under the Civil Aviation

the cloud). Authority. Before you purchase a drone it is important that you
fully research and understand all of the legal requirements which
can vary depending on the weight of the drone, the purpose of
its use (such as business or private use), where you intend to fly
Use signage it, and how close you will be to people and built-up areas such
as towns and cities. The Civil Aviation Authority provide lots of
helpful information and guidance on their website.

Register your property Immobilise which is a secure, free-to-use,
police-approved register for high-value assets in the UK

Display signs indicating that security measures are in place and
that your property is protected.
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Report to us

We are stronger when we work together.

Reporting suspicious activity and sharing information helps
us to build up a greater picture of the activity taking place
and respond more effectively.

To report non emergencies, call 101 or report online. In an
emergency, always dial 999.

Report information and crime here:

Support for victims of crime

If you have been a victim of crime, support
is available via the police and partners.

You can find out more about the support
available via the police and wider criminal
justice system here:
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